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*Give a little exposure to SNMP so it’s not completely
foreign if you run into it

Discuss examples of SNMP applications

Understand the basic concepts and transactions and
their general usefulness in rolling your own algorithm

Demonstrate a simple SNMP setup
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*SNMP’s Role in Computing

*Applications in Automation

*SNMP’s Place in the Internet

Basic Elements of an SNMP Infrastructure
Detalls of the Protocol

SNMP Demonstration with LabVIEW
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SNMP’s Role in Computing
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(FYI: This is a joke!)

* Traditionally used to monitor network devices (e.g. routers)

«Can be applied to other industries and devices to be more generic

«Useful as a generic supervisory and data management structure for
mixed exmbedded and PC systems

*Manager-Agent model

*Not real-time...supervisory, command/control, configuration

*If it’s “too generic”, it is still a really good model to use if you want to
“roll your own” protocol for command, control, and configuration
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Applications in Automation: Real-world Example

* Device is an X-Y positioner used in aerospace manufacturing
* SNMP-inspired protocol over TCP

* LabVIEW “manager” (GUI shown here)

- Embedded “agent” (Rabbit Semiconductor)

LabVIEW Manager—Runs on PC

B STUI - SmartTool User Interface
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SNMP’s Place in the Internet

*Uses UDP
*Agent listens for incoming traffic on port 161
Manager listens for incoming traffic on port 162

Protocol Alphabet Soup OSI Layer

FTP || Telnet || HTTP || POP

Application
DHCP || DNS || SNMP || BOOTP || NFS ping
R— :
UDP TCP ICMP Transport
P ARP . Network

j Ethernet Physical

(This diagram does not show all protocols nor all OSI layers)
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Basic Elements of an SNMP Infrastructure

Agent (e.g. controller for

fGET — jelly bean production)
» Y m— SET . | _
MIB ,’/ y———————— % TRAP I \‘\ Wloct
- ; ( ] I‘\ I y
\é?[l)ozcgitho ' < .| 0ID=3.1.4.0
Halt — 1 Halt
OID=3.14.1 OID=3.1.4.1
etc.
etc. _________ _
. How the MIB is Used . OID Derivation
. The contents of the MIB can be compiled . Company=“Acme” = 3.
. into the source code of the Manager and . Product=“X2" = 1.
' the Agent. Thus, software can be auto- Model=“Gen3” = 4.
generated from the MIB! With LabVIEW, : Velocity = 0.

' the MIB must be included at run-time.

__________________________________________________________________

*VVocabulary lesson!

*Object IDs (OIDs): data or action “objects” of an agent (i.e. velocity,
temperature, begin motion, etc.; includes characteristics like min/max)
*Management Information Base (MIB): a text file describing all of the OIDs
*Message types: GET, SET, TRAP...this is how the OIDs are accessed

« Data transfer syntax
»Primitives (integers, strings [no floats!])
»SEQUENCES (struct’s or “clusters”)
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OIDs for the Whole World

ccitt (0) iso-ccitt (2)

standard (0) registration- member- identified-
authority (1) body (2) organization(3)

/

directory (1)  mgmt (2) experimental (3) private (4) ) security (5) snmpV2 (6)

OID =1.3.6.1.4.1.12807

mib-2 (1) enterprisri (1)
system (1) if(2) ip(4) icmp(5) tcp(B) udp(7) AFC-Y;)UF Company, Inc.

(12807)
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Details of the Protocol: Define OIDs

rabbitsemi
(12807)
pducts (1) oemExperiments (3) rabbit
demos(1) » Define the behavior of the Agent
‘ through the OIDs
rabbitsemiDemoSNMP1 (1) + ldentify the data types of the OIDs

« Organize the OIDs according to

the device’s function—this sets u
demoRWObjects (1)  demoROObjects (2) P

the OID tree
1> [ w-int(1.0) — ro-nt (1.0) « Example: “rw-int” OID is
L rw-long (2.0) __ ro-ong (2.0) » 1.3.6.1.4.1.12807.3.1.1.1.1.0
| rw-foct (3.0) | rofoct 3.0) « Translate the tree into gtext file
R [T (called the MIB), following syntax
rules for MIBs
L rw-oct (5.0) — ro-oct (5.0)
— rw-oid (6.0) L ro-oid (6.0)

— rw-ipaddr (7.0)

— rw-timeticks (8.0)
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Details of the Protocol: The MIB Text File

RABBITSEMI-DEMO-SNMP1 DEFINITIONS ::= BEGIN

IMPORTS
demos, rabbitsemi
FROM RABBITSEMI-SMI;

rabbitsemiDemoSNMP1 MODULE-IDENTITY
:={demos 1}

demoRWODbjects OBJECT IDENTIFIER ::= { rabbitsemiDemoSNMP1 1 }

'w-int OBJECT-TYPE _S e b e
SYNTAX INTEGER (-32768..32767) » i
MAX-ACCESS read-write i INTEGER
DESCRIPTION | i

"A read/write short integer value." ]

.= {demoRWODbijects 1 0 }

END

_______

* Follow the orange arrows to build the OID for “rw-int”: demos.1.1.1.0
» Refer to the IMPORTed MIB (RABBITSEMI-SMI) to resolve “demos”
A MIB parser follows the above basic syntax
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Details of the Protocol: Packet Structure

« SNMP packets are constructed using “Basic Encoding Rules” (BER)
based the “ASN.1” specification. Byte-stream oriented.

* Three components—Tag, Length, Data:

Tag Byte| Length Bytes | Data Bytes

» Recursive rules—you will see a lot of nested chunks

SNMP Message

Tag: UNIVERSAL, CON, SEQUENCE (notice that version, community, and PDU comprise the SEQUENCE)

Tag: UNIV, PRIM, INT

Len, Data

Tag: UNIV, PRIM, OCTETSTR

Len, Data

Tag: CONTEXT-SPECIFIC, CON, [GET, SET, TRAP, ...]

Len, Data

SNMP Version

SNMP Community

“PDU” - Protocol Data Units

Tag Byte
TagType Primitive? DataType
00 — UNIVERSAL 0 - PRIMITIVE 2 - INTEGER
01 - APPLICATION 1 - CONSTRUCTED 3 —-BITSTRING
10 — CONTEXT-SPECIFIC 4 — OCTETSTRING
11 - PRIVATE 5-NULL
6 — OID

16 — SEQUENCE

© 2006 SDS



Details of the Protocol: Packet Structure, Cont’d

Example: TRAP Message; INTEGER Payload

Tag: UNIVERSAL, CON, SEQUENCE

Tag: UNIV, PRIM, INT
Len, Data

Tag: UNIV, PRIM, OCTETSTR
Len, Data

Tag: CONTEXT-SPECIFIC, CON, [GET, SET, TRAP, ...]
_---"|Len, Data|-.

SNMP Version

PDU

Tag: CONTEXT-SPECIFIC, CON, TRAP

Tag: CON, SEQ
Tag: CON, SEQ
Tag: OID | | Tag: IPaddr | | Tag: INT || Tag: INT ||Tag: BITSTR liciep (o1l
Len, Data Len, Data Len, Data Len, Data Len, Data
Tag: INT
. Generic Specific . .
enterprise IPaddr Timestam OID-Value Pairs
P TrapType  TrapType P

“PRIM” = PRIMITIVE TYPE
“CON” = CONSTRUCTED TYPE
“SEQ” = SEQUENCE
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Today’s Example

SNMP Manager SNMP Agent
(LabVIEW Application on PC) (C-based Embedded Device)

« “UDP thread” listens for incoming * About a dozen OIDs
SNMP messages « Sends a TRAP every one second
» Parses messages, translates OIDs * TRAP is sent for a read/write
using MIB information integer OID

» User-initiated SETs
*It’s a work-in-progress (to become a
generic “MIB Browser”)
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Today’s Example: LabVIEW SNMP Manager

sImplementation options for a LabVIEW SNMP Manager
»Off-the-shelf LabVIEW toolkit provided by Viodia, Inc. (Boulder, CO;
NI Alliance Member; www.snmptoolkit.com; $600 - $1000)
»Use “Net-SNMP”, a C-based API
»Roll your own packet parsing software
Logic flow of today’s example in LabVIEW
»Parse MIB (distilled for this example; uses LabVIEW “config file”
framework for lookup efforts)
»UDP thread: Receive message (GET response, TRAP)
—Parse packet
—Translate OID number to name using MIB
»UDP thread: Transmit message (SET)
—(Translate OID name to number using MIB)
—(Packet Builder)

GET response, TRAP

Parse Packet — OID-to-Name — Update GUI

UDP Init — Parse MIB

Send Packet

\ 4

Build Packet

v

Name-to-OID

GUI requests a SET
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